Florida State University

Office of Research
 IRB/Privacy Board
Application for Waiver or Alteration of Authorization for Use and Disclosure of Protected Health Information (PHI) pursuant to HIPAA


HSC #:                              

[  ]
Initial Waiver/Alteration Application
[  ]  
Revised Waiver/Alteration Application

(Please highlight changes)
	Title of Study:
	

	Principal Investigator:

Telephone Number:
E-mail Address:
	

	Primary Contact Name:
Telephone Number:

E-mail Address:
	

	Protocol #  (if applicable):
	


Please indicate which Covered Entities will disclose, receive, maintain, or create the PHI in this research (please check all that apply):

FSU Sites:
Non-Affiliated Sites

 FORMCHECKBOX 
Thargard Health Center

 FORMCHECKBOX 
Tallahassee Memorial Hospital 

          FORMCHECKBOX 
FSU   Department ____________

 FORMCHECKBOX 
Other: _____________________ 

Please indicate whether you are seeking a Waiver or an Alteration to the authorization requirement (check one):

[  ] Waiver

[  ] Alteration.  Please describe how you propose to alter the authorization process:

1.
a.
Please describe the ‘Protected Health Information’ (PHI) that will be:

· Accessed/Used (e.g., are you accessing/using medical records or a similar source containing PHI?):
· Created/Collected:
· Disclosed: 
by you and the research team in the course of conducting this research.  (Some examples of PHI will be medical charts, tissue samples with patient identifiers, databases and registries containing identifiable medical information.)

b.
If you are collecting demographic information, please specify the information that will be collected or abstracted to conduct this study.


c.
Additionally, please indicate which of the following direct identifiers, if any, of the participant, relative of participant, household member of the participant, or employer of the participant, will be collected/abstracted by you or any other investigator to conduct your research.


If you are collecting these identifiers only for the purpose of accessing the medical charts, a database, or a registry for research, indicate this when marking the following items 1-19.  [Example: It is necessary for some researchers to abstract the medical record numbers only to access the charts needed to be reviewed for the particular study.]  If you need the identifiers retained throughout the study, then please indicate this when marking these 19 items:
1. [  ] 
Name

2. [  ] 
All geographical subdivisions smaller than a state (street address, city, county, precinct).  Note:  Zip codes or the equivalent must be removed, but the first three digits of the zip code is not considered a “direct identifier” if geographical unit formed by combining all zip codes with the same three digits contain more than 20,000 individuals)

3. [  ] 
All elements of dates except year, for dates directly related to an individual, e.g., date of birth, admission date, discharge date, date of death.
For individuals who are 90 years or older, all elements of date, including year, is considered a “direct identifier.”  Note: if such ages and elements are aggregated into a single category of “age 90 or older” then it is not considered to be a direct identifier.
4. [  ] 
Telephone numbers

5. [  ] 
Facsimile numbers

6. [  ] 
Electronic mail addresses

7. [  ] 
Social Security numbers

8. [  ] 
Medical Records numbers, prescription numbers

9. [  ] 
Health Plan numbers

10. [  ] 
Account Numbers

11. [  ] 
Certificate/license numbers

12. [  ] 
Vehicle identification/serial numbers/license plate numbers

13. [  ] 
Device identifiers/serial numbers

14. [  ] 
Universal Resource Locators (URLs) for Web sites

15. [  ] 
Internet Protocol (IP) Address

16. [  ] 
Biometric Identifiers, e.g. fingerprints, voice prints

17. [  ] 
Full face or comparable photographic images

18. [  ] 
Any other unique number, characteristic, or code that could be used to identify the individual . (If you abstract any unique identifiers, please specify)
19. [  ] 
None of the above
 
d.
If you are using a form for data abstraction/collection, please attach a copy of the form when submitting the complete HIPAA Waiver Application.
2.
a.
Please indicate your sources of the PHI that will be used in your research study  (e.g., physician/clinic records; lab, pathology, and/or radiology results; biological samples obtained from the subjects; hospital/medical records; data previously collected for research purposes; interviews/questionnaires; other –please describe). 

b.
If your source is medical records or a database containing electronic medical records, please specify the number of medical records that will be retrospectively reviewed in your research.  If the quantity of charts cannot be given with specificity, then please provide:
· the time frame in which the medical records were created and/or 

· the inclusion criteria for patients whose medical charts will be reviewed to conduct this research. 

c.
If the source of the PHI is medical charts or records, please state whether these records belong to the PI’s own practice. If they do not belong to the PI’s practice, then indicate the affiliation, if any, of the PI to the entity that holds these records.  

d.
Does the study involve a retrospective chart review or a prospective chart review or review of both types?


e.
Additionally, please state briefly how you plan to select the medical records that are pertinent to this study.  If you are using a list of identifiers (such as names and medical record numbers, or information from a hospital log book, etc.) to select your charts, please identify this list.
3.
In order for the IRB to determine that the use and disclosure of PHI involves minimal risk to a subject’s privacy, please respond to a, b, and c:
a.
(i)
Describe the plan to protect the identifiers from improper use and/or disclosure.  Notice that you must also protect the identifiers that are contained in the list that you will be using to select the medical charts. Please refer to your answer in Question 2.e above.  [Example: log books, list of medical records, list of names, etc.] 

(ii)
If you are storing the data (PHI) in a computer, please describe the ownership of the computer, location of the computer and the security measures that you will put in place for data stored in the computer.  [NOTE:  If you intend to use a “secure database,” please explain by what means the database has been secured, e.g., password protected, etc.]
b.
Describe the plan to destroy the identifiers at the earliest opportunity consistent with the conduct of the research.  If there is a health or research justification for retaining identifiers or if such retention is required by law, please provide this information as well.  If a list containing identifiers was used to select the medical charts, please explain how you plan to destroy that list when selection of the records is concluded.
c.
Provide written assurance that the PHI will not be reused/disclosed to any other person or entity, except 1) as required by law, 2) for authorized oversight of the research project, or 3) for other research for which use/disclosure of PHI would be permitted by the HIPAA privacy regulations.  
4. Please explain why it is not feasible to obtain individual HIPAA Authorizations from the participants before using/disclosing their PHI in your study.   That is, explain why you must have the HIPAA Waiver to conduct this study.
5. Please explain why your study could not be conducted without access to and use of the PHI being sought by this Application.

6.   The law restricts uses and disclosures of PHI in research activities to the information reasonably necessary to accomplish the particular study.  Please indicate whether you are collecting only the amount that is minimally necessary for your study.    [  ] Yes   [  ] No

7.
a.
If you are planning to disclose the PHI (‘disclosure’ means divulging PHI from one covered entity to an outside entity), describe the plan to keep track of and account for such disclosures of PHI.


b.
If you are planning to retain PHI to conduct this research, please identify who will be accessing/using PHI to conduct this study within your research team.  Have they been trained in privacy and confidentiality rights of the study participants?


[Note:  The IRB may periodically request an accounting of disclosures to ensure that the plan described is effective.]  


Principal Investigator’s Statement of Assurance

This form, which accurately describes my proposed methodologies for the use and disclosure of Protected Health Information (PHI), was prepared in accordance with the policies of the Florida State University IRB.

I certify that I understand FSU’s policies concerning research involving human subjects.  I understand that I have an obligation to be certain that all those individuals within my research group, who will have access to the PHI, are trained in privacy and confidentiality.  I hereby request a Waiver or Alteration of Authorization for Use of Protected Health Information that will be used in this research study.

	
	
	

	Signature of Investigator
	
	Date


Please submit the completed and signed original to:

FSU

Office of Research 

IRB/Privacy Board
P O Box 3062742

Tallahassee, FL 32306-2742
Telephone:  (850) 644-7900
Fax:  (850) 644-4392
e-mail:  jth5898@fsu.edu
Instructions

For Preparing the Application for Waiver or Alteration of Authorization

Recommended HIPAA Privacy Practices:  For important advice from the Human Subjects Committee, click the link or go to http://www.research.fsu.edu/humansubjects/training.html
Initial or Revision:  Please indicate by checking the corresponding box whether the application is an initial application or a revision.  For a revision, please clearly indicate the changes by highlighting them.

Preliminary Information (Title of Study, PI, Protocol #):  Provide the Principal Investigator's name and contact information.  If the primary contact is someone else (e.g., a research coordinator), so indicate and provide that person's name and contact information as well.  

Relevant Covered Entity:  The relevant Covered Entity will be FSU if the research will be performed at FSU (ex. Thagard) by an FSU researcher.  In other instances, the data will be collected from patients or medical records in a hospital or other health care entities not affiliated with FSU.  If, for example, the research data will be collected at TMH or other health care entities and maintained at a FSU Faculty/staff office, then all the sites should be indicated.

Waiver or Alteration:  Indicate by checking the corresponding box if the application is for a waiver or alteration.  If you are seeking a partial waiver for recruitment purposes, next to the waiver option please indicate that “this is a partial waiver for recruitment purposes only.”  

Question 1.a:  Please provide a description of the PHI (defined below) that will be accessed, created, or collected by the investigator or research staff during the research study.  Example:  “The researcher will review the complete medical record of the study subject and will record dates of surgery and other demographic details in an report.”  Include all PHI which will be accessed or seen by the investigator, even if only part of it will be used for research.
PHI (Protected Health Information):  any information regarding the subject’s mental or physical status or mental or physical history as documented in any health record and which can be connected (identified) with a particular individual.  The identification may be direct (the health information is labeled with a name) or indirect (e.g., the subject’s name is not given but the residence or some other information that could be linked to the individual is given).  PHI could be maintained in any form or medium.  When the information is de-identified, it is no longer covered by HIPAA.
Question 1.b:  If you are collecting demographic information, please specify what information will be collected.

Question 1.c:  Additionally, if you are collecting/abstracting any of the direct identifiers, please mark the corresponding checkbox.  Remember to indicate whether you are collecting these direct identifiers to access the medical charts or whether to conduct the research or both.
Question 2.a:  If there are several sources of PHI, deal with each of them separately.  Example:  “Subjects will be personally interviewed at the FSU Thargard Center and will complete a questionnaire; and their medical records will be reviewed from TMH.”  Also, in addition to medical records which are one of the sources of PHI, if you also access a database or registry containing identifiable health information to conduct this research, please specify under this question. 
Question 2.b:  How many medical charts are you planning to review?  If you cannot specify the quantity, please indicate the time frame in which the medical records were generated.  If you have other information (such as a certain diagnostic code) that could be used to identify the medical charts involved in the particular research project, please indicate.   
Question 3.a:  The question deals with the requirement for a plan that provides for minimal risk to the subjects' privacy.  It is not sufficient merely to state that privacy will be protected.  Describe succinctly what systematic steps will be taken to assure minimal risk.  [Example:   (1) “Data in the medical record will be made available only to a small number of research staff who have been trained in confidentiality issues.”  Example:  (2) “Data will be encrypted and only the Principal Investigator will have the key.”]  
Question 3.b:  The question deals with the requirement for a plan for destruction of identifiers at the earliest opportunity.  You must describe how identifiers will be destroyed and when in the course of the study this will be done.  If the proposal requires that identifiers be kept for any period of time beyond the completion of the study, explain why this is required.  
Question 3.c:  The written assurance requirement can be fulfilled by restating the assurance in this question.  Example:  “I, the undersigned Principal Investigator, hereby assure that neither I nor the staff carrying out this research will permit the PHI to be reused/disclosed to any other person or entity except as described above."

Question 4:  The Privacy Rule requires researchers to obtain specific, written Authorization of research subjects before accessing, using or disclosing their identifiable health information and before using such information for research activities.  One of the criteria to obtain a waiver of the Authorization requirement is that it is not feasible for some valid reason to obtain the subject’s specific Authorization.  The question requires that the researcher explain this reason.  Reasons having to do with the inconvenience to the research staff or concern that the research subjects will refuse to authorize access to their PHI are not likely to satisfy the IRB.  Generally, if the investigator is going to be in contact with subjects for an interview, an examination, etc., the IRB will assume that specific Authorizations can be obtained at the time of the contact, and the burden will be on the investigator to show that this is not correct.  [Example:  “This is a retrospective chart review. Many of the subjects will be deceased or will have relocated and, therefore, it will be impossible to obtain their authorizations.”]
Question 5:  The federal regulations specify that use of the PHI must be essential to carry out the study.  This question asks the researcher to explain why the PHI is essential to the research study.  In many instances, the researcher might assume the description of the study makes this clear to the reviewer.  Nonetheless, the researcher must provide a brief explanation in response to this question.  Example:  “The information in the subject’s medical record will be used to determine whether the intervention by the researcher was effective.  This conclusion could not be reached without the ability to learn from the medical record whether the patient returned for treatment following the intervention being studied.”
Question 6:  The researcher is expected to acquire only the minimum amount of PHI necessary for the study.  That is, if the patient’s date of birth and  diagnosis is the only relevant information, then it may not be necessary for the researcher to have access to the entire medical record.  Should the researcher intend to access and abstract more PHI than is actually needed for the study, then the "no" box must be checked and the reason stated.  Example:  “The necessary PHI is available only in the medical record so it will be accessed.  However, only the name, the date of birth and the diagnosis will be recorded.”

Question 7:  Any disclosure of the PHI (by virtue of a HIPAA Waiver) to anyone outside of the covered entity (covered component) from which it was obtained must be recorded and accounted for.  Such disclosures must be in accordance with the regulations.  This accounting of disclosures must be made available to the subject upon request.  Describe how the recording of disclosures, if any, will be carried out.  Example:  “A log of disclosures will be established and maintained by the researcher.”

Glossary For Waiver/Alteration Application:  Use this glossary to understand the key terms used on the application form.  It is attached at the end of this document. 

Submission of this Application:  A hard copy, signed by the Principal Investigator must sent.  Official notice of IRB actions will not be provided until a signed application is submitted.  Please delete the Instructions and Glossary pages before submitting this application.  Be sure to sign and date the application.  
Glossary For Waiver/Alteration Application
These definitions are provided solely as assistance in completing the waiver application.

Authorization:  Consent from the research subject to have access to the individual's Protected Health Information (PHI); essentially, this is consent given to access the health records but documented separately from the informed consent given to become a research subject.

Protected Health Information (PHI):  Any information regarding the subject's health status or history as documented in a health record and which can be connected (identified) with a particular individual.  The connection may be direct (the information is labeled with a name) or indirect (e.g. the subject's name is not given but the residence or even census tract is given).  When the information is de-identified, it is no longer “protected” under the HIPAA Privacy Rule.

Waiver:  Waiver of authorization, i.e., waiver of the requirement to obtain consent from each subject to look at the subject's health information for research purposes.  The Waiver must be granted by the IRB.

Alteration:  A modification of the written authorization (or consent) process rather than a complete waiver.  As an example, an alteration might waive the requirement for documentation of authorization, while still requiring that the subject verbally authorize the use of their PHI.  Alteration is an option when the research proposal does not meet all of the requirements for a waiver.

Covered Entity:  The organization that possesses the health information in question and is required to comply with HIPAA.

Minimal risk to privacy:  The regulations do not provide guidance regarding the meaning.  A common-sense definition of minimal risk would be that it is the risk that an individual will ordinarily encounter in daily life or during routine physical or psychological exams.

De-identification:  Removal of all 18 items mentioned in the HIPAA regulations which could be used to identify the person whose health information is at issue.

Identifiers:  Items, such as date of birth or social security number, which connect any PHI to an individual research subject.

Disclosure of PHI permitted by HIPAA:  Investigators cannot disclose the PHI which they possess (without additional authorization from the subject) except to representatives of properly authorized law enforcement agencies; to representatives of agencies authorized to oversee the conduct of the research such as the IRB, the FDA, etc.

Not feasible to obtain authorization:  The reasons why the investigator cannot obtain authorization (consent) from each subject prior to using that subject's PHI in research.  Feasibility clearly goes beyond mere investigator convenience.  Generally, if the investigator is going to be in contact with subjects for an interview, an examination, etc., the IRB will assume that HIPAA authorizations can be obtained at the time of such contact and the burden will be on the investigator to show that this is not correct.

Study could not be conducted without access to PHI:  The reason why the investigator must have access to the PHI and the evidence that the needed information cannot reasonably be obtained in any other way.

PHI minimally necessary to accomplish the study:  Obtaining an authorization or a waiver does not permit unrestricted access to the PHI.  The investigator must state which information items are necessary to the study and attest that only those items will be looked at and/or abstracted/recorded.

Disclosures of PHI (for tracking and accounting purposes):  The investigator is required to report to the subject all ‘disclosures’ of a subject's PHI (called an accounting) except for disclosures for purposes of treatment, payment or healthcare operations, or to the subject. 
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